FAQ SIPA 2013 Micro-Grant

What criteria are used for awarding a grant to an EGE?

SIPA will be responsible for evaluating grant applications in accordance with the grant
minimum requirements/criteria contained within the grant application and the overview.

What is an EGE?

The Authority's enabling legislation (C.R.S. § 24-37.7-101 et seq.) allows for SIPA to work
with any Eligible Governmental Entity. An Eligible Governmental Entity (EGE) is an agency,
office of the Governor, local government, political subdivision, education institution, school
district, or any other eligible entity within the State of Colorado.

What is an EGE Agreement? Does my EGE need one to apply for the SIPA
Micro-Grant, and if so, how does an EGE obtain one?

All state and local governments in Colorado can enter into an Eligible Governmental Entity
Agreement (Sample EGE Agreement) with SIPA for the purpose of defining circumstances
and responsibilities for e-Government services. All agreements, project requests, and work
orders are at the discretion of the governmental entity.

To work with SIPA, it is necessary for the proposed entity to enter into an Eligible
Governmental Entity Agreement with SIPA. This agreement is the first step and simply states

that the entity is willing to work with SIPA. It lays the foundation for future projects with the

Portal at the discretion of the entity.

The EGE must have a signed agreement with SIPA prior to the grant being awarded, thus if
at the time of application an EGE agreement is not signed, the EGE must certify one will be
completed by the grant award date. If an EGE needs a signed agreement or more
information, send an email to sipa@cosipa.gov for more information.

What if my EGE is unsure whether it can receive the funds?

For grant requests to be awarded for services and/or equipment, the EGE must be able to
accept the grant funds from SIPA if awarded. If not, or if the applicant has any doubt

regarding accepting a grant, please provide a plan outlined and approved by the necessary
parties, including the names, email addresses, and phone numbers of those necessary parties.
This plan will only be accepted as part of the application process. For a grant request to be
awarded for a cyber security assessment the EGE will not receive the funds directly, but
rather will receive the service or assessment through SIPA’s qualified vendor.
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What if my EGE has been awarded funds in the past?

Past SIPA grant applicants are encouraged to re-apply. Additionally, applicants must answer
whether the EGE has applied for and been awarded a grant in the past through SIPA. In
order to receive grant funds for the SIPA 2013 Micro-Grant, EGEs must have expended or
encumbered previously awarded funds.

Will SIPA award less than the outlined range of $1,000 or more than $6,500?

Yes, the range of $1,000 through $6,500 is just a preferred range, as smaller and larger
grants can be requested and approved.

What is my EGE required to do in return for a grant award?

Grant awardees must submit to SIPA by July 15, 2014, an update on how the grant has
solved the problem or situation to be addressed, impacted the EGE’s citizens, key objectives
the EGE has achieved with the grant, how the grant has aided the EGE’s operations, and/or
the progress of the grant implementation received through SIPA. The grant implementation
does not need to be completed by July 15, 2014, but an EGE must provide SIPA an update on
the progress. SIPA will make available an online form for the submission of this information.

What is the difference between the single point of contact for the application and
the single point of contact for the project requested?

An applicant must provide contact information for both if the single point of contact for the
project requested is different from the person completing the application. If so, contact
information must be provided for both, including email addresses, phone numbers, and
mailing addresses.

Can my EGE submit more than one application for a grant award from SIPA?

Yes, EGEs can submit more than one application requesting funding for a cyber security
assessment, services, and/or equipment, but the projects must be separate and distinctly
different from each other. If applying for more than one grant award, an EGE must
complete the grant application form for each request and answer a question about the priority
of the multiple application forms. If an entity submits more than one request per form all
requests will be disqualified.

What is a cyber security assessment?

For the SIPA 2013 Micro-Grant, SIPA will be awarding grants for a self-guided cyber security
assessment. This assessment will be provided by SIPA’s qualified vendor and will focus on
how the EGE manages information security at a high level in terms of organization, processes
and technology. The review will provide a view of what the EGE does well and where short,
intermediate and long term changes can be made based on capabilities of the EGE. The
qualified vendor will look to assess how security actually operates and focuses on high level
maturity of the EGE for existing IT security management processes, and will identify where
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critical processes or technology controls are in place and where they lack.

The output of the information security posture assessment will allow the qualified vendor to
determine how security is embedded into the fabric of the EGE’s infrastructure and its effect
on risk through the EGE. The security posture report will contain the information from the
assessment and present a high level overview of the organizational view and adoption of
information security and risk management. The qualified vendor will identify and highlight
actions that can help the EGE to implement the best next cost effective security steps based
reducing cost, business impact and improving service levels.

SIPA will not be providing cash directly to grant awardees, but will pay for the services once
they are completed by the qualified vendor.

What does the self-guided cyber security assessment include?

An award from SIPA of a self-guided cyber security assessment provided by SIPA’s qualified
vendor includes the following: initial consultations for the self-assessment questionnaire,
phone support Q&A for the questionnaire completion, a review of the self-assessment form,
phone based interviews for the assessment of security posture, and a report on the maturity of
the security program and controls implementation.

How can my EGE learn more in-person about e-Government services offered
through SIPA?

All grant applicants will be sent a save the date invitation for the Grant Award Ceremony. All
applicants, even those who are not awarded grants for SIPA’s 2013 grant year, are
encouraged to attend the event to be held on March 6, 2014 and learn about the
e-Government services SIPA has to offer for EGEs. Also, SIPA is present at various
conferences throughout the year, please see SIPA’s website (www.colorado.gov/sipa) for more
information.

What is SIPA?

The Statewide Internet Portal Authority (SIPA) is a self-funded government organization that

was created in 2004 to serve local and state government agencies by providing technological
solutions. SIPA offers a variety of services including websites, payment processing, geospatial
maps, email messaging systems, CRM tools, and cellular network mapping solutions. As of
August 2013, SIPA served 236 Colorado governmental organizations and is proud to save
them $6 million annually through economies of scale and leveraging a build once use many

philosophy.
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